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HHS's renewed interest in auditing for compliance is a good reminder to covered entities to ensure their privacy and
security programs are up to date.

The Department of Health and Human Services' (HHS) announcement of a new program to audit compliance with the
HIPAA privacy and security rules has, quite properly, generated a great deal of concern for covered entities, especially
because the Office for Civil Rights (OCR) has noted that major violations detected by the audits may lead to civil monetary
penalties.

Of course, not every covered entity (or business associate, now that HITECH subjects them to HIPA A audits) will be audited
at any time in the near future. The HHS contract with KPMG, one of the big four accounting firms, envisions as many as 150
such audits before December 31, 2012.1 KPMG auditors will assess whether covered entities have implemented
comprehensive policies and procedures that are consistent with the HIPAA rules.2

However, even if the possibility of a HIPAA audit is slight, covered entities and business associates should assess their
compliance with the privacy and security rules for two reasons: to avoid civil monetary penalties, lawsuits, bad publicity, and
other harm resulting from a privacy or security breach; and to meet the security and privacy rules' requirements for ongoing
assessment of the organization's compliance. Standards and implementation specifications within HIPA A spell out this duty
(see HIPAA Refresher below).

HIPAA Refresher

The privacy rule applies to all protected health information, or PHI; the security rule applies only to PHI in
electronic form. The privacy rule is not specific as to standards for protecting PHI. Its Safeguard
Implementation Specification, under the Administrative Requirements Standard, requires covered entities
reasonably safeguard PHI from any intentional or unintentional use or disclosure that is in violation of the
standards, implementation specifications, or other requirements of the privacy rule and to reasonably safeguard
PHI to limit incidental uses or disclosures made pursuant to an otherwise permitted or required use or disclosure
(see § 164.530(c)(2)(1) and (ii)).

In addition, the breach notification requirements of the HITECH Act, which modified HIPAA in 2009, require
covered entities conduct audits to detect breaches of PHI (see 45 CFR subpart D).

Thus, whether a covered entity or a business associate is ever audited by HHS, these requirements taken
together clearly contemplate the covered entity auditing its own compliance. Doing so, of course, would also help
the covered entity avoid panic when it received notification of a pending audit.

The following standards and implementation specifications within HIPA A spell out a covered entity's duty to
monitor its compliance with the privacy and security rules:

» Information System Activity Review Imple mentation Specification under the Security
Management Process Standard, § 164.308(a)(1)(ii)(c). A covered entity must implement procedures to
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regularly review records of system activity, such as audit logs, access reports, and security incident
tracking reports.

« Evaluation Standard, § 164.308(a)(8). The covered entity must perform periodic technical and
nontechnical evaluations based initially upon the standards implemented under this rule and subsequently
in response to environmental or operational changes affecting the security of electronic PHI. The purpose
of these periodic evaluations is to establish the extent to which an entity's security policies and procedures
meet the security rule's requirements. Such evaluations may be triggered by changes in technology,
business operations, or risk. This standard does not have any implementation specifications. Basically, this
standard requires periodic updating of the risk analysis required by the Security Management Process
Standard.

» Audit Controls Standard, § 164.312(1)(b). Covered entities must implement hardware, software, or
procedural mechanisms that record and examine activity in information systems that contain or use
electronic PHI. No implementation specifications augment this standard.

» Updates under the Policies and Procedures and Documentation Re quirements Standard,

§ 164.316(b)(2)(ii)). Covered entities must review documentation periodically and update as needed in
response to environmental or operational changes affecting the security of electronic PHI.

What to Audit

Covered entities can approach an internal compliance audit in two ways. They can audit against a checklist of every relevant
HIPAA requirement, or they can focus on those standards and implementation specifications that are key-those items for
which noncompliance would likely result in a valid complaint to OCR, a serious breach of protected health information (PHI), a
civil monetary penalty, or a criminal indictment.®

Regardless of the approach, six areas are critical to adequately assess HIPAA compliance.
Risk Analysis

The first question for a covered entity to answer is whether it has ever performed a formal risk analysis. Risk analysis is the
absolute key to HIPA A compliance. Not only is it required under the rule's Security Management Process, but it is how an
entity knows whether its security measures are reasonable and appropriate.

If a covered entity implements a security measure without conducting a risk analysis, it is just guessing. A breach resulting
from a security measure that was not reasonable and appropriate because of the lack of a risk analysis would seem to be a
breach due to willful neglect, which OCR must formally investigate and which may result in the higher civil monetary penalties
that OCR cannot waive.

Although the requirement for a risk analysis is spelled out only in the Administrative Safeguards section of the security rule-
and hence applies only to electronic PHI-covered entities will benefit from a written risk analysis of paper and other forms of
PHI because of the privacy rule's requirement to safeguard all PHI. How is the harm from a breach of confidentiality of a
clinical record significantly different if the record is in electronic or paper format?

The Nationwide Rollup Review of privacy and security rule oversight, conducted by HHS's Office of Inspector General in
2011, noted that the risk analysis deficiencies discussed above could result in "inadequate or inconsistently applied security
controls, improperly documented security responsibilities, insufficient protection of information technology resources, and
inappropriate disclosures of [electronic] PHI."*

If the covered entity has conducted a formal risk analysis, the next question is whether the analysis has been updated in
compliance with the evaluation standard.

The evaluation standard does not specify how often the covered entity has to update its risk analysis; however, annually-or
more often if new risks arise suddenly-would seem appropriate for all but the least risky operations, such as a noncelebrity
dental practice.

https://bokold.ahima.org/doc?0id=105243 2/4



11/20/24, 7:03 PM Keeping It Private: Staying Compliant w ith the HIPAA Privacy and Security Rules
Completing or updating a risk analysis will be instrumental in determining whether other high-risk areas, such as improper
access and loss or corruption of data, are adequately guarded against.

Training

Assessing the entity's training program also is important. Covered entities are required to maintain training programs on both
the security and privacy rules.

Training is important for additional reasons. First, how can the entity's workforce be expected to know what to do and what
not to do unless they have received training on the rules? Second, training is important because it is highly visible to auditors.
Either the covered entity has the required training records or it does not. A breach due to a lack of training would appear to

constitute willful neglect.

Access Control

Access control is critical, as UCLA Health System learned in 2011 when it agreed to an $865,000 settlement with OCR over
allegations that its employees had accessed celebrity records without authorization. The health system also entered into a
corrective action plan as a result of the violations.>

In assessing their access controls, covered entities and business associates should focus on whether they have reasonable and
appropriate access policies; controlled physical access to workstations, data, media, and equipment; and reasonable and
appropriate technical access controls, such as secure passwords.

Security of Portable Media and Equipment and Paper Records

Security of portable media and equipment and even paper records is a high-risk area critical to assess. A review of reported
health data breaches involving 500 or more individuals reveals that the majority involved loss or theft of such items.&

In addition to the potential harm to patients, the ramifications for the covered entity can be highly damaging. Last year
Massachusetts General Hospital agreed to a $1 million settlement with OCR over potential HIPA A violations resulting from
paper records lost by an employee on the subway.Z

Identification, Reporting, and Handling of Breaches

Because HHS has indicated that KPMG's audits will include breach notification, a covered entity's initial audit should include
the identification, reporting, and handling of breaches.

HIPAA's stiffest administrative monetary penalty is reserved for breaches due to willful neglect. Properly detecting breaches,
taking immediate action to contain them, and taking corrective action, including mitigating the harm of the breach and making
required reports to HHS and to the subjects of the breach, are crucial in minimizing harm to the subjects of the breach and to
the covered entity.2

Imple mentation and Enforce ment of Policies

Finally, the covered entity's internal compliance audit should determine whether it has policies crucial to safeguarding PHI. The
only policy that the privacy rule requires is the sanction policy. But the duty to safeguard PHI implies adoption of many other
policies besides those specified in the security rule (e.g., access policies, workforce clearance procedure, termination
procedure, disaster plan, emergency mode operation plan, and so forth), such as a release of information policy, patient access
policy, a work-at-home policy, and more.

OCR is likely to view a breach in an area in which the covered entity did not have a written policy as a breach based on willful
neglect.

Notes
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